CHAP THUAN CUA KHACH HANG VE BAO VE VA XU LY DU LIEU CA NHAN
CUSTOMER CONSENT TO PROTECTION AND PROCESSING OF PERSONAL DATA

Tai Ngan hang TNHH MTV Woori Viét Nam (“Woori Bank” hodc “Ngan hang”), Ngan hang ton trong tuyét di quyén riéng tu
vé thong tin va dir lidu ca nhan cia khach hang cé ¥ dinh, d& nghi, sir dung san pham, dich vy, tién ich va/hodc c¢é giao dich v &i
Woori Bank (“Khach hang”). Viéc bao vé dit liéu ca nhan ctia Khach hang dugc coi 1a mot trong nhitng trach nhiém co ban cua
Ngan hang. Ban Piéu khoan va Piéu kién Xir 1y dir liéu c4 nhan (“Béan Piéu khoan™) dinh kém do d6 duwoc Ngan hang ban hanh
dé ap dung cho cac dir liéu ca nhan ma Ngan hang thu thap dugc va xir 1y cho muyc dich thuc hién cung cap va duy tri cac nghiép vu
ngan hang, san pham, dich vy, tién ich cia Ngan hang va cac muc dich khac duoc néu trong Ban Diéu khoan.

At Woori Bank Vietnam Limited (“Woori Bank” or “Bank”), the Bank respects all personal information and data privacy concerns
of the customer who intends to use, requests for, uses products, services, facilities and/or has transactions with Woori Bank
(““Customer ”). Protection of personal data is one of the fundamental responsibilities of the Bank. The attached Personal Data
Processing Terms and Conditions (“Terms and Conditions”) is therefore issued by the Bank to apply to all personal data collected
and processed by the Bank for providing and maintaining banking operations, products, services, and facilities of the Bank and
other purposes as prescribed thereto.

Ban Piéu khoan ap dung v6i Khach hang 14 c4 nhan c6 dé nghi, sir dung cac san pham, dich vy, tién ich do Ngan hang cung cap
va/hodc tham gia vao giao dich du6i moi hinh thirc v6i Ngén hang. Cac san pham, dich vu, tién ich s& dugc Ngan hang cung cap
theo cac diéu khoan va diéu kién cu thé ap dung riéng cho cac san pham, dich vu, tién ich d6; Ban Diéu khoan nay 1a mot phan
khong tach roi va phai duoc doc cliing véi cac diéu khoan va diéu kién do.

The Terms and Conditions is applied to individual Customer who requests for or uses products, services, facilities provided by the
Bank and/ or has transactions in any manner with the Bank. The products, services, facilities shall be provided by the Bank in
accordance with the terms and conditions specifically applied to such products, services and facilities; this Terms and Conditions
is an integral part of and shall be read in conjunction with said other terms and conditions.

BANG VIEC KY TEN DUCI PAY, KHACH HANG XAC NHAN DA PQC, HIEU RO, PONG Y VA CHAP THUAN TOAN
BO VIEC THU THAP VA XU LY DU LIEU CA NHAN THEO BAN PIEU KHOAN VA DBIEU KIEN bUOC PINH KEM
THEO DAY.

BY SIGNING HEREUNDER, CUSTOMER CONFIRMS THAT HE/SHE HAS READ, FULLY UNDERSTOOD, AGREES AND
CONSENTS ENTIRELY TO THE COLLECTION AND PROCESSING OF PERSONAL DATA IN ACCORDANCE WITH THE
TERMS AND CONDITIONS AS ATTACHED HERETO.

XAC NHAN CUA KHACH HANG / CONFIRMATION OF THE CUSTOMER

VA CUA CHA, ME HOAC NGUOI GIAM HO CUA KHACH HANG (trudng hop Khach hang dudi 16 tudi)/ AND OF PARENT
OR LEGAL GUARDIAN (in case the Customer is under 16 years of age)

Ho va tén/ Full name:
Ngay/ Date;:




THONG BAO VE BAO VE VA XU LY DU LIEU CA NHAN
NOTIFICATION ON PROTECTION AND PROCESSING OF PERSONAL DATA

Ngan hang TNHH MTV Woori Viét Nam (“Woorl Bank” hoac “Ngin hang”) theo day thong bao vé viée bao vé va xu ly dir liéu
c4 nhan ctia khach hang c6 dé nghi, st dung san pham, dich vy, tién ich do Ngan hang cung cap Va/hoac ¢6 giao dich dudi moi hinh
thirc véi Ngan hang (“Khach hang™), theo quy dinh ctia phap luat Viét Nam, bao gdm Nghi dinh s 13/2023/ND-CP ngay 17/4/2023
ctia Chinh phi vé bao vé dit lidu ca nhan (nhu duoc stra d6i, b6 sung hodc thay thé tily timg thoi diém).

Woori Bank Vietnam Limited (“Woori Bank” or the “Bank”) hereby notifies the personal data protection and processing of the
customer who requests for or uses products, services, facilities and/or has transactions in any manner with Woori Bank (“Customer )
in accordance with the laws of Vietnam, including Decree No. 13/2023/ND-CP dated 17 April 2023 of the Government on personal
data protection (as amended, supplemented, or replaced from time to time).

Phap luat Viét Nam trong linh vuc bao vé dit liéu c4 nhan dat ra cac nguyén tic va quy dinh trong viéc xir Iy dir liéu c& nhan nham
dam bao quyén va loi ich hop phap ctia Khach hang d6i véi cac dir liéu ca nhan. Theo d6, Khach hang ¢6 quyén dugc biét vé hoat
dong lién quan t6i xir 1y dir liéu ca nhan ciia minh, va cac dir liéu c4 nhan ctia Khach hang can:

Vietnam laws in the field of personal data protection set out principles and regulations on the personal data processing to protect
the lawful rights and interests of Customer in relation to personal data. Accordingly, Customer has the right to be notified of the
processing of his/her personal data, and the personal data of Customer should:

duogc xur Iy mdt cach hop phap, minh bach;
be processed in a lawful and transparent manner;
duoc thu thap va xir Iy theo dung muc dich di théng bao, tuyén bd véi Khach hang;
be collected and processed for the correct purpose as notified, announced to the Customer;
phai pht hop va gi6i han trong pham vi, muc dich can xu 1y;
be appropriate for the scope and purposes of processing;
duogc cap nhat, bd sung phit hop véi cac muyc dich xt 1y;
be updated and supplemented for the processing purposes;
duoc ap dung cac bién phap bao vé, bao mat trong qua trinh xir 1, bao gdm ca viée bao vé trude cac hanh vi vi pham quy
dinh vé bao vé dit liéu ca nhan va phong, chéng su mat mat, pha huy hoac thiét hai do su cb, sir dung cac bién phap k¥ thuat;
be protected and secured throughout the processing, including being protected from violations against regulations on
protection of personal data and prevention of loss, destruction or damage caused by incidents and use of technical
measures;
duoc luu trir trong khoang thoi gian phu hgp véi muc dich xir 1y dit li€u, trir trudng hop phap ludt cé quy dinh khac.
be stored within a period of time that is appropriate for the processing purposes, unless otherwise provided under the laws.

X

X

X

X

Thong bao vé xir Iy dir liéu ca nhan (“Théng b&o”) nay véi cac ndi dung cu thé dugc néu trong ban Piéu khoan va Diéu kién Xir
1y dit liéu ca nhan (“Ban Diéu khoan”) kém theo duoc 1ap va guri t61 Khach hang nham tuan thu cac quy dinh phap ludt néu trén.
Ban Piéu khoan ap dung v6i Khach hang 13 ¢4 nhan c6 dé nghi, sir dung cac san pham, dich vy, tién ich ma Ngan hang cung cap
va/hodc tham gia vao giao dich dudi moi hinh thirc v6i Ngan hang Céc san pham, dich vu, tién ich s& dugc Ngan hang cung cap
theo céac diéu khoan va diéu kién cu thé 4p dung riéng cho san pham, dich vu, tién ich d6; Ban Diéu khoan nay 1a mot phan khong
tach roi va phai duge doc cung véi cac diéu khoan va diéu kién do.

This Notification on personal data processing (“Notification ”) with the detailed contents specified in the Personal Data Processing
Terms and Conditions (“Terms and Conditions ”) attached hereto are prepared and sent herewith to Customer in order to comply
with the above regulations of laws. This Terms and Conditions is applied to individual Customer who requests for or uses products,
services, facilities provided by the Bank and/or has transactions in any manner with the Bank. The products, services, facilities shall
be provided by the Bank in accordance with the terms and conditions specifically applied to such products, services and facilities;
this Terms and Conditions is an integral part of and shall be read in conjunction with said other terms and conditions.

BANG VIEC KY TEN DUOI PAY, KHACH HANG XAC NHAN DA NHAN PUQC THONG BAO VE XU LY DU LIEU
CA NHAN, DA POC, HIEU RO, PONG Y VA CHAP THUAN TOAN BO VIEC XU LY DU LIEU CA NHAN TRUGC KHI
DPONG Y CHO WOORI BANK TIEN HANH THU THAP DU LIEU CA NHAN THEO BAN PIEU KHOAN VA DPIEU KIEN
DINH KEM THONG BAO NAY.

BY SIGNING HEREUNDER, CUSTOMER CONFIRMS THAT HE/SHE HAS RECEIVED THE NOTIFICATION ON
PERSONAL DATA PROCESSING, HAS READ, FULLY UNDERSTOOD, AGREES AND CONSENTS ENTIRELY TO THE
PERSONAL DATA PROCESSING BEFORE ALLOWING WOORI BANK TO COLLECT HIS/HER PERSONAL DATA IN
ACCORDANCE WITH THE TERMS AND CONDITIONS ATTACHED HERETO .

XAC NHAN CUA KHACH HANG CONFIRMATION OF THE CUSTOMER
VA CUA CHA, ME HOAC NGUOI GIAM HQ CUA KHACH HANG (trudong hop Khach hang duéi 16 tudi)/ AND OF
PARENT OR LEGAL GUARDIAN (in case the Customer is under 16 years of age)

Ho va tén/ Full name:
Ngay/ Date:




PIEU KHOAN VA PIEU KIEN VE BAO VE VA XU LY DU LIEU CA NHAN
TERMS AND CONDITIONS ON PROTECTION AND PROCESSING OF PERSONAL DATA
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1.2

LOAI DU LIEU CA NHAN PUQC THU THAP | THE TYPE OF PERSONAL DATA BEING COLLECTED

Trong Ban Diéu khoan nay, “dir liéu ca nhan” c6 nghia 1a thong tin dudi dang ky hiéu, chir viét, chir sd, hinh anh, 4m thanh
hodc dang tuong tu trén moi truong dién tir gén lién véi mot con nguoi cy thé hodc gitp xac dinh mot con nguodi cu thé. Dix
liéu ca nhan bao gém dit liéu ca nhan co ban va dir liéu ca nhan nhay cam nhu dugc quy dinh tai Nghi dinh s6 13/2023/ND-
CP ngay 17/4/2023 ciia Chinh Phii vé bao vé dir liéu ca nhan va cac van ban sira ddi, bo sung, thay thé timg thoi diém.

In these Terms and Conditions, “personal data” means data in the form of symbols, letters, numbers, images, sounds, or
equivalences on electronic environment associated with an individual or used to identify an individual. Personal data
comprises basic personal data and sensitive personal data as prescribed under Decree No. 13/2023/ND-CP dated 17 April
2023 of the Government on personal data protection, and the amendments, supplements, and replacements thereto, from
time to time.

Trong qua trinh dé nghi, st dung (cac) dich vu, san pham, tién ich do Ngan hang cung cip va/hodc giao dich véi Ngan hang, Ngan
hang c¢6 thé xir Iy nhitng dit liéu c4 nhan bao gdm ca dit liéu c4 nhan nhay cam, Khach hang chip thusn nhiing di liéu ca nhan dudi
day c6 thé duogc thu thap va xir 1y

While requesting for, using service(s), product(s), facility(ies) provided by the Bank and/or having transaction(s) with the
Bank, the Bank may process personal data including sensitive personal data, the Customer consents that the following
personal data may be collected and processed:

a. Thong tin dinh danh cia Khach hang, bao gdm: ho, chir dém va tén khai sinh, tén goi khac, gi6i tinh, mau chir ky,

chit ky dién tir, ngay, thang, nim sinh, qudc tich, nghé nghiép, dia chi noi dang ky thuong tra, noi ¢ hién tai, dia chi
noi dang ky cu tri & nude ngoai ddi véi nguoi nude ngoai, s6 dién thoai, dia chi thu dién tu, sO, ngay cap, noi cap
ching minh nhan dan, thé can cudc cong dan, s6 dinh danh c4 nhan, ho chiéu, gidy to co gia tri di lai qudc té khac
(néu co), thong tin vé thi thuc ddi véi Khach hang c4 nhan 1a ngudi nude ngoai ciia Khach hang va cia nguoi dai dién
theo phap luét hodc dai dién theo ty quyén (goi chung 1 “ngwoi dai dién hop phap”) ciia Khach hang va cac thong
tin c6 lién quan khac.
Identification information of the Customer, including full name (name at birth), alias, gender, signature sample,
electronic signature, date of birth, nationality, job, place of registered permanent residence, current residential
address, registered residence address in the foreign country regarding a foreigner, phone number, email, number,
date of issue and place of issue of ID card, Citizen ID card, personal identification number, passport, other laissez
passer (if any), information about visa of the Customer who is a foreign individual of the Customer and his/her legal
representative or authorized representative (hereinafter referred to as “lawful representative ”) and other relevant
information.

b. Théng tin vé tai khoan ciia Khach hang, bao gdm: thong tin dinh danh ctia Khach hang va tén tai khoan, s6 hiéu tai
khoan, s6 du tai khoan, thong tin lién quan dén giao dich ndp tién, rat tién, chuyén tién, nhén tién cia Khach hang va
cac théng tin c6 lién quan khéc.

Account information of the Customer, including identification information of the Customer, account name, number and
balance, information relating to payment, money transfer, money withdrawal or money receipt by the Customer and
other relevant information.

C. Thoéng tin vé tién giri ciia Khach hang, bao gdm: thong tin dinh danh ctia Khach hang, thong tin lién quan dén giao dich
guri tién ctia Khach hang, s6 du cac loai tién giri theo quy dinh cta phap luat ciia Khach hang tai Woori Bank va céc thong
tin ¢ lién quan khéac.

Deposit information of the Customer, including identification information of the Customer, information relating to
deposit made by Customer, balance of deposit types as stipulated by laws of the Customer at Woori Bank and other
relevant information.

d. Théng tin vé tai san giri ciia Khach hang, bao gom: thong tin dinh danh ctia Khich hang, thong tin vé tai san ciia

Khéch hang (vat, tién, gidy to ¢ gid, cac quyén tai san) giri tai Woori Bank, thong tin vé tai san cia Khach hang do
Woori Bank nhan quan 1y, bao quan theo quy dinh cua phap luat, bao gdm tén loai tai san, gia tri tai san, ching tir
chtng minh quyén sé hiru hodc quyén st dung hoic loi ich hop phap dbi véi tai san cua Khach hang va cac thong tin
c6 lién quan khéc.
Deposited property information of the Customer, including identification information of the Customer, information
about Customer’s property (articles, money, financial instruments, property rights) deposited at Woori Bank,
information about Customer’s property managed and stored by Woori Bank as prescribed by law, comprising of the
property name, property value, documentary evidence for the ownership or right to use of or legitimate interests to
Customer’s property and other relevant information.

e. Théng tin vé giao dich ciia Khach hang, bao gom: thong tin dinh danh ctia Khach hang, cac thong tin phét sinh tir
céc giao dich ciia Khach hang voi Woori Bank, bao gom chimg tir giao dich, thoi diém giao dich, s6 luong giao dich,
gié tri giao dich, s6 du giao dich va cac théng tin c6 lién quan khac.



Transactions information of the Customer, including identification information of the Customer, information
generated from transactions between the Customer and Woori Bank comprising of transaction documents, transaction
time, number of transactions, transaction value, transaction balance and other relevant information.

Cic dir liéu ca nhan khac cia Khach hang, bao gom:

Other personal data of the Customer, including:

(i)

(i)
(iii)

(iv)
(V)
(vi)
(vii)
(viii)
(ix)
(x)
(xi)

(xii)

(xiii)

(xiv)

(xv)

(xvi)

(xvii)

(xviii)

Qué quan, noi sinh, noi dang ky khai sinh, noi tam tra, dia chi lién hé; ngay, thang, nam chét hoac mat tich;
Hometown, place of birth, place of birth registration, temporary residence address; contact address; date of death
or date gone missing;

MAu con déu c4 nhan (néu co);

Specimen of personal stamp (if any);

Sb gidy phép lai xe, s6 bién sb xe, s6 ma sb thué ca nhan, s6 bao hiém xa hoi, s6 thé bao hiém y té; s6 dang ky
két hon hodc cac loai gidy to ca nhan khac (néu c6);

Driver’s license number, license plate number, personal tax identification number, social insurance number, health
insurance card number; marriage registration number or other personal papers (if any);

Quan diém chinh tri, quan diém ton giao;

Political and religious opinions;

Tinh trang stc khoe va doi tu duoc ghi trong hd so bénh an, khong bao gdm théng tin vé nhoém méu;

Health conditions and personal information stated in health record, excluding information on blood group;
Thoéng tin lién quan dén ngudn gbc ching toc, ngudn ge dan toc;

Information about racial or ethnic origin;

Thong tin vé diac diém di truyén duogc thira huong hodc cé duge clia ca nhén;

Information about genetic data related to an individual’s inherited or acquired genetic characteristics;
Thong tin vé thudc tinh vat ly, dac diém sinh hoc riéng cua ca nhan;

Information about an individual’s own biometric or biological characteristics,

Dit liéu vé toi pham, hanh vi pham ti dugc thu thap, luu trlt bdi cac co quan thyc thi phap luat;

Data on crimes and criminal activities collected and stored by law enforcement agencies;

Dit liéu v& vi tri cta ca nhan duoc xéac dinh qua dich vu dinh vi;

Personal location identified via location services;

Dt li¢u hinh dnh va 4m thanh, nhu hinh anh cé nhan, doan ghi am, ghi hinh va théng tin c6 dugc tir cac hé
thdng an ninh (ké ca ban ghi lai hinh anh ciia Khach hang trén truyén hinh mach kin (may quay giam sat —
CCTV), ghi am cudc goi dén tong dai va cac cong nghé khac dugc phap luat cho phép;

Video and audio information such as personal image, video, audio and information captured on security
systems (including a recording of Customer’s image on Closed Circuit Television (CCTV), recorded phone
lines and other technologies permitted by laws;

Thong tin vé tai khoan s, dir liéu c4 nhan phan anh hoat ddng, lich sir hoat ddng trén khong gian mang, nhu trén
website, cong dich vu, va ing dung di dong (sau ddy goi chung 1a “Nén tang s6”) ciia Woori Bank bao gém
nhung khong giéi han dit liéu vé vi tri, dit liéu luu lwong truy cap va dir lidu vé lién lac khac (nhu cookies, dia
chi IP, cac thong tin v& hé diéu hanh, nén tang, phién ban ctia may tinh, dién thoai va phuong tién lién lac dién tir
khac dung dé két ndi voi hé théng ciia Ngan hang, v.v...), va cac ngudn thong tin duoc truy cap;

Digital account information, personal data reflecting activities and activity history on cyberspace, such as
website, services portal, and mobile application (hereinafter referred to as the “Digital Platform”) of Woori
Bank including but not limited to, location data, traffic data and other communication data (such as cookies,
IP address, information of operating system, platform, version of computers, mobile phones and other
communication devices used to connect with the Bank’s system, etc.), and the resources that are accessed;
Tinh trang hén nhan; théng tin vé mdi quan hé gia dinh (cha me, vo chong, con ci); thong tin vé ngudi giam
ho (néu co);

Marital status; family relationship (parents, spouses, children); legal guardian (if any);

Théng tin xac thue Khach hang khi truy cép cac dich vu ciia Ngan hang, bao gdm nhung khong gidi han van
tay, anh khudn mat, va cac dac diém sinh tric hoc khéc;

Authentication information upon access to the services of the Bank, including but not limited to fingerprint,
facial image and other biometrics;

Théng tin vé to chirc, ci nhan 14 bén bao dam ctia Khach hang tai Ngan hang;

Information of the entity, individual being a guarantor of the Customer at the Bank;

Céc thong tin khac gin lién véi mot con ngudi cu thé hodc gitp xac dinh mot con ngudi cu thé khong thude
quy dinh tai Khoan 4 Piéu 2 Nghi dinh s6 13/2023/ND-CP ngay 17/4/2023 ciia Chinh Phu vé bao vé dit lidu
ca nhan va cac van ban sira doi, bo sung, thay thé timg thoi diém;

Other information associated with an individual or used to identify an individual other than that specified in
Clause 4 Article 2 of Decree No. 13/2023/ND-CP dated 17 April 2023 of the Government on personal data
protection, and the amendments, supplements, and replacements thereto, from time to time;

Dit liéu c4 nhan khac dugc phap luat quy dinh 1a dic tht va cin c6 bién phap bao mat can thiét; va

Other specific personal data as prescribed by law that requires special protection; and

Céc thong tin, dir liéu ¢4 nhén khac dwoc Khach hang cung cdp cho Ngan hang tly timg thoi diém lién quan
dén viéc dé nghi va sir dung san pham, dich vu va tién ich ctia Ngan hang.

Other information, personal data provided by the Customer to the Bank from time to time related to the request
for and use of products, services, and facilities of the Bank.
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MUC PICH THU THAP VA XU LY DU LIEU CA NHAN | PURPOSE OF PERSONAL DATA COLLECTION AND
PROCESSING

Dir liéu ca nhan néu tai Muc 1 duoc thu thap va xu 1y vi mdt hoac nhiéu muc dich duéi day:
The personal data listed in Section 1 shall be collected and processed for one or more of the following purposes:

a.

Xac dinh, x4c thyc danh tinh cia Khach hang, bao gom ca xac thyc dién tir Khach hang (eKYC) trén cac Nén tang so
ctia Ngan hang, va tién hanh sang loc dé xir Iy cac dé nghi str dung san pham va/hodc dich vu véi Ngan hang;

To identify, authenticate identification of Customer, including eKYC on our Digital Platform, and screening to
process Customer’s application with the Bank for any products and/or services;

Thyc hién cac nghiép vu ngén hang, cung cip, quan 1y, duy tri cac san pham va dich vu cua Ngan hang va thuc hién
cac quyén va ‘nghia vu khac ciia Ngan hang theo cac diéu khoan va diéu kién st dung san phdm va dich vu ma Ngan
hang da ky két voi Khach hang;

To implement banking operations, provide, manage and maintain products and services of the Bank and carry out
other rights and obligations of the Bank in accordance with the terms and conditions on using products and services
signed between the Bank and the Customer;

Danh gia tinh trang tai chinh, tham tra, xy dung va danh gia do tin cdy vé tin dung cia Khach hang;

To verify financial status, underwrite, establish and evaluate credit trustworthiness of the Customer;

Xir 1y va hoan thanh céc giao dich c6 lién quan dén san pham va dich vu ma Khach hang yéu cau sir dung, bao gdbm
ca cac giao dich truc tuyén;

To process and complete transactions related to the products and services requested by the Customer, including
online transactions;

Lién h¢ voi Khach hang nhdm muc dich gui cac sao ké, thu tin, thu dién tir, tin nhén, thong bao vé san phém, dich vu,
cap nhat chinh sach ciia Ngan hang tiy timg thoi diém, giri cac canh béo can thiét @& dam bao an toan thong tin cta
Khach hang, phan hoi, phuc dap cac chi thi, truy vén, tra soat, yéu cAu, khiéu nai ctia Khach hang;

To contact Customer for sending statements, letters, emails, text messages, notifications about products services,
updated policies of the Bank from time to time; for sending necessary cautions to ensure data safety for Customer;
for responding, replying to instructions, inquiries, requests for tracing, requests, complaints of the Customer;

Thiét 1ap va quan 1y hé thong khach hang noi bd ciia Ngan hang nham dam bao viéc quan 1y, phan loai khach hang,
tuan thu cac han mirc, han ché (néu co) theo quy dinh cta phép luat va quy dinh ndi bo ctia Ngan hang;

To create and manage the internal customers system of the Bank for ensuring the management and classification of
customers and satisfaction the limitations, restrictions (if any) in accordance with the laws and internal regulations of
the Bank;

Dé bao vé hodc thuc thi cic quyén ciia Ngan hang, bao gdm viéc thu cac khoan phi, 1& phi va/hodc dé thu hdi bat ky
khoan ng nao, theo bat ky thoa thuén nao giita Khach hang va Ngan hang;

To protect and exercise the rights of the Bank, including collection of fees, charges and/or collection of any collectibles,
pursuant to any agreement between the Bank and the Customer;

Dé thyc hién cac muyc dich khac c6 lién quan dén hoat dong kinh doanh ciia Ngan hang ma Ngan hang cho 1a phi hop
tai ting thoi diém;

To pursue other purposes related to business operations of the Bank as deemed appropriate from time to time;

Thiét 1ap va duy tri cac bién phap an ninh tai co s¢ hoat dong ctia Ngan hang, bao gdm try s¢ chinh, cic chi nhénh,
phong giao dich, dia diém dat may ATM, v.v...;

To create and maintain safety and security at the operating premises of the Bank, including headquarter, branches,
transaction offices, ATM posts, etc.;

Thiét 1ap va duy tri cac bién phap an ninh va an toan mang trén Nén tang s6 cia Ngan hang;

To create and maintain safety and security methods on Digital Platform of the Bank;

C4 biét hoa cac trai nghiém cia Khach hang d6i véi cac san phadm va dich vu ctia Ngan hang trén Nén tang s va cac
dia diém giao dich ctia Ngén hang; quan 1y viéc truy cip va tinh trang thanh vién cia Khach hang vdi cac bén thi ba
cé lién quan;

To personalize experiences of the Customer with the Bank’s products and services on Digital Platform and
transaction locations of the Bank; monitor the Customer’s access and membership with related third parties,

Quan ly va thyc hién cac chién dich va khuyén mai, d6i qua thudng, giao qua tang;

To administer and implement campaigns and promotions, reward redemption, gift delivery;

Van hanh, nghién ciru, phan tich, danh gi, khao sat va cai thién hoat dong ciia Ngén hang, bao gdm cé viée phat trién
céc san pham va dich vu méi, phan tich, nang cép va cai tién cac san pham va dich vu hién hiru, quan 1y h¢ thng trao
d6i, va thuc hién cac cong viéc ké toan, kiém toan, quan trj rai ro, tudn thi va cic chirc ning ndi bo khac ctia Ngan
hang;

To operate, research, analyze, evaluate, survey and improve the Bank operations, including developing new products
and services, analyzing, improving and enhancing existing products and services; managing communications system
and performing accounting, auditing, compliance, risk management and other internal functions of the Bank;

Tao dit lidu, bao cdo, thong ké, xir 1y, lwu trir, phan hdi cho Ngan hang va cho cac bén thir ba c6 lién quan theo quy dinh
ctia phap luat va quy dinh noi bd cua Ngan hang, hoic trén co s yéu cu ciia cic co quan ¢ thdm quyén hodc cac bén
thu ba co lién quan;

To produce data, report, process, store and respond to the Bank and other related third parties in accordance with
the laws and internal regulations of the Bank or upon requests from competent authorities or related third parties;
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3.2

3.3

0. HO trg muc dich an ninh trat tu cong cong, phong ngura t0i pham, chdng tham nhiing va hdi 16, phong chong rira tién,
phong chdng khung b, phong chdng tai tro phd bién vii khi huy diét hang loat, tudn thu cac chuong trinh cim van va
trimg phat va phong chdng gian l4n;

To support the public security and order, prevention of crime, anti-bribery and corruption, anti-money laundering,
anti-terrorism, preventing and countering proliferation of weapons of mass destruction, sanctions compliance and
anti-fraud;

p. HO tro didu tra hodc phat hién va ngan chin viéc sir dung trai phép, sir dung phi phap hoic lam dung céc san pham,
dich vu, hé théng hodc tai li¢u khac cua Ngan hang;

To support the investigation and identifying and preventing unlawful use, unauthorized use or abuse of the products,
services, systems or other documents of the Bank;

g. Thuc hién quyén han, cac bién phap khic phuc va tu bao vé trudc cac khiéu nai phap 1y déi véi Ngan hang, cac cong
ty con, cong ty lién két ciia Ngan hang va dé giai quyét tranh chip n6i chung;

To exercise the rights, remedies and defends against legal claim against the Bank, subsidiaries and affiliates of the
Bank and to generally resolve disputes;

r. Tuén th cac tiéu chuan chuyén nganh, cc tha tuc va chinh sach ndi bo cia Ngan hang;
To comply with industry standards and internal procedures and policies of the Bank; )
S. Tuén thu phap luat va quy dinh 4p dung c6 lién quan tuy ting thoi diém, cdc hudng dan, chi thi hodc yéu cau dugc

ban hanh boi bat ky toa an, co quan phap ludt hodc co quan quan Iy nao (ca trong nudc hodc qudc té); va
To comply with the applicable laws and regulations from time to time, guidelines, orders or requests issued by any
court, legal or regulatory bodies (both national and international); and
t. Céc muc dich khac c6 lién quan dén nhitng muc dich dugc néu trén.
Other purposes related to the above.

Ngan hang s& yéu cau su cho phép ciia Khach hang truée khi xir 1y dit lidu c4 nhan cia Khach hang cho muc dich khac ngoai
cac muyc dich néu tai Ban Piéu khoan nay.

The Bank will ask for the Customer’s consent before processing the Customer’s personal data for a purpose other than those
listed herein.

TO CHUC PUQC XU LY DU LIEU CA NHAN VA CAC TO CHUC LIEN QUAN PEN MUC PICH XU LY DU LIEU
| ORGANIZATIONS PROCESSING PERSONAL DATA AND ORGANIZATIONS RELATED TO THE DATA
PROCESSING PURPOSES

Trong Ban Diéu khoan nay, “xir Iy dit liéu c4 nhan” c¢6 nghia 1a mot hodc nhiéu hoat dong tac dong t61 dir liéu ca nhan, nhu: thu
thép, ghi, phan tich, xac nhén, luu trl, chinh sira, cong khai, két hop, truy cép, truy xuét, thu hdi, ma hoa, giai ma, sao chép, chia
sé, truyén dua, cung cép, chuyén giao, x6a, hity dit liéu ca nhan hoac cac hanh dong khac c6 lién quan.

In these Terms and Conditions, “personal data processing” means one or many activities affecting personal data, including:
collecting, recording, analyzing, confirming, archiving, correct, disclosing, combining, accessing, exporting, retrieving,
encrypting, decrypting, copying, sharing, transmitting, providing, delivering, erasing, destroying personal data and other
relevant actions.

Woori Bank (bao gém ca bén ké nhiém ciia Woori Bank trong trudng hop t6 chue lai, tai co cau, chuyén nhuong, chuyén
giao), giit vai tro 1a bén kiém soat dit liéu c4 nhan va/hodc bén kiém soat va xu 1y dir lidu ca nhan cta Khach hang. Dé cho
1 rang, khi giit vai trd nay, Ngan hang duoc phéap luat quy dinh 13 bén c6 quyén quyét dinh muc dich, phuong tién va truc
tiép xtr Iy dir liéu ca nhan trong pham vi di dwoc Khach hang dong y va cac trudng hop dwoc phép khac theo quy dinh cta
phap luat.

Woori Bank (including its successor in the case of re-organization, restructuring, transfer, assignment), shall assume the
role of a controller and/or controller and processor of personal data of the Customer. For avoidance of doubt, when taking
this role, the Bank is set forth by laws as the entity having right to decide the purposes, manners of data processing and
directly process personal data within the scope consented by the Customer and as prescribed under the laws.

Cho cac muc dich xur ly dir liéu ca nhan cua Woori Bank nhu da néu trén, Ngan hang c6 thé tiét 16 dit liéu ca nhan ciia Khach
hang cho céac ca nhan, doanh nghiép va t6 chirc dugc liét ké dudi day. Ngén hang sé chi chia s¢ dir liéu ca nhén cho cac bén
nay trén co so cung cép thong tin can thiét va trén nguyén tic cic bén nay phai c6 nghia vu giit bio mét théng tin duge cung
cap:

For the personal data processing purposes by Woori Bank as set forth above, the Bank may disclose the Customer’s personal
data to the following individuals, companies and organizations. The Bank shall only disclose personal data to these parties
on a need-to-know basis and on the principle that they have an obligation to keep confidential all provided information:

a. Céc doanh nghiép va/hodc t chire trong va ngoai nudce thude Tap doan Woori;
Domestic or oversea companies and/or organizations within the Woori Group;
b. Bat ky cé& nhan, doanh nghiép va/hodc t6 chirc nao hanh dong vdi tu cach 1a bén ban, bén tu van, bén cung cap, doi

tac, dai Iy va/hodc cac c¢b van chuyén mén cua Ngan hang ma c6 thé lién quan dén va/hodc hd tro hoat dong kinh
doanh va/hodc thuc hién cac nghia vu theo quy dinh phap luat ctia Ngan hang;

Any individuals, companies and/or organizations acting as vendor, consultants, suppliers, partners, agents and/or
professional advisers of the Bank that may be in connection with and/or support to operation of business and/or
execution other responsibilities of the Bank;
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3.4

4.1

Bt ky nguoi nao ma Khach hang thong béo 1a dugc iy quyén dé ngudi d6 dua ra chi thi hodc sir dung céc tai khoan,
tién ich, san phém, dich vu thay cho Khach hang;

Any authorized person as notified by the Customer to give instructions or to use the accounts, facilities, products,
services on behalf of the Customer;

Biét ky bén nao dugc chuyén nhuong trén thue té hodc dugc dé xuit hodc mot bén thir ba nao khac 1a két qua cua bét
ky viéc tai cdu tric cac tién ich dugc cung cip cho Khach hang hodc ban cac khoan ng, hoic mua hodc ban bét ky
cong ty hodc tai san nao bdi Ngan hang;

Any actual or proposed assignee or other third party as a result of any restructuring of facilities granted to the
Customer or the sale of debts, or the acquisition or sale of any company or assets by the Bank;

Bét ky bén c6 lién quan dén viéc thuc thi hodc duy tri bat ky quyén nio ctia Ngan hang theo (cic) thoa thuan giira
Khach hang véi Ngan hang hoac theo cach khac;

Any party connected to the enforcement or preservation of any of the Bank’s rights under agreement(s) with the
Customer or otherwise;

Ngudi lao ddng va nhitng ca nhan, t6 chirc duoc ty quyén thuc hién hoat dong xtr 1y dit liéu cua Ngan hang;
Employees and authorized persons and organizations to proceed with data processing of the Bank;

Céc t6 chirc danh gia tin nhiém, bao hiém hodc méi gidi bao hiém hodc cac t6 chirc cung cép truc tiép hodc gian tiép
cac bién phap an toan tin dung;

Any rating agency, insurer or insurance broker or direct or indirect provider of credit protection;

Céc don vi bao cao tin dung hodc don vi tham van tin dung;

Any credit reporting agencies or credit reference agencies;

Céc ca nhan, cong ty va/hodc t6 chirc ké thira sau khi tai co cdu, ban hodc chuyén nhugng bat ky thanh vién nao trong
Tap doan Woori, voi diéu kién 1a bén d6 sir dung dir liéu ca nhan ciia Khach hang vao dung muc dich nhu ban dau
Ngan hang thu thap hoac s dung;

Any individuals, companies and/or organizations after a restructure, sale or acquisition of any member of the Woori
Group, provided that person uses personal data of the Customer for the same purposes as it was originally given to
or used by the Bank;

Bit ky td chirc tin dung, dai Iy va chi nhanh ngan hang nudc ngoai, td chirc tai chinh, thuong nhan, Hi¢p hoi Dich vu
Qudc té VISA, MasterCard International Incorporated va cac hiép hgi thé khac lién quan dén bat ky san pham va dich
vu nao ma Ngan hang cung cp cho Khach hang;

Any credit institutions, foreign bank agencies and branches, financial institutions, merchants, VISA International
Services Association, MasterCard International Incorporated, and other card associations in relation to any products
and services provided by the Bank to the Customer;

Trung tdm Thong tin Tin dung Qudc gia Viét Nam (CIC) hoic bat ky co quan hodc t6 chirc nao khac duoc thanh lap
boi Ngan hang Nha nu6e Viét Nam hodc bat ky co quan khac ¢6 thim quyén d6i v6i Ngan hang;

the Credit Information Center of Vietham (CIC) or any other authority or body established by the State Bank of
Vietnam or any other authority having jurisdiction over the Bank;

Co quan diéu tra, co quan an ninh, tda an, trong tai va cac co quan nha nuée c6 thim quyén khac ¢ Viét Nam va nude
ngoai ma viée tiét 16 thong tin cho cac co quan nay la duge phép hodc bit budc theo quy dinh ciia phap luat lién quan;
Investigating authority, security authority, court, arbitration tribunal and other competent authorities in Vietnam and
overseas and the disclosure to these authorities is permitted or required under the relevant applicable laws;

Bét ky bén thir ba nao 14 to chirc, ca nhan ngoai Khach hang, bén kiém soat dit liéu ca nhan, bén xu 1y dit liéu ca nhan,
bén kiém soat va xir Iy dir liéu c4 nhan dugc phép xtr 1y dit liéu ca nhan theo quy dinh phép luat;

Any third party to be an organization or individual other than the Customer, the personal data controller, personal
data processor, and personal data controller-cum-processor that is permitted to process personal data under the
applicable laws and regulations;

Bit ky cé nhan, doanh nghiép va/hoac td chirc khac ma trong ting truong hop cu thé, viéc tiét 10 thong tin 1a duogc
phép hoic bét budc theo quy dinh cua phép lut lién quan.

Any other individuals, companies and/or organizations that in a specific situation, the purpose of such disclosure is
permitted or required by relevant applicable laws.

Viéc cung cip dit liéu c4 nhan ctiia Khach hang cho bét ky bén nao khac khong duoc liét ké trén day s& phai duge sy chap thudn
trude cua Khach hang.

Disclosure of Customer’s personal data to any other party not listed above shall be subjected to prior consent of the
Customer.

QUYEN VA NGHIA VU CUA KHACH HANG POI VOI DU LIEU CA NHAN | RIGHTS AND RESPONSIBILITIES
OF CUSTOMER IN RELATION TO PERSONAL DATA

Trir truong hop phap ludt c6 quy dinh khac, Khach hang c6 nhimng quyén han sau day ddi véi dit liéu ca nhan di cung cép
cho Ngan hang:

Unless otherwise provided under the laws, the Customer shall have the following rights towards the personal data provided
to the Bank:

Quyén dwoc biét: Khach hang c6 quyén dugc thong bao vé hoat dong xtr 1y dit liéu ca nhan cta minh;
Right to know: Customer shall have the right to be notified about his/her personal data processing;

6



Quyen ddng y: Khach hang c6 quyén dong y hodc khong dong ¥ cho phép viéc xur ly dir li€u ca nhan cua minh, trur
céc truong hop phép ludt quy dinh viée xir Iy dit liéu c4 nhan khong can sy dong ¥ ciia Khach hang;

Right to consent: Customer shall have the right to consent or not consent to his/her personal data processing, except
for the cases of personal data processing without the Customer's consent as prescribed under the laws;

Quyén truy cap: Khach hang c6 quyen truy cap de xem, chinh stra, hodc yéu cau chinh sira dit liéu c4 nhan cta minh.
Trong truong hop c6 yéu cau ciia Khach hang vé viéc chinh sira dir liéu c4 nhan, Ngan hang sé tién hanh chinh sira
dir liéu ca nhan ciia Khach hang ngay khi co thé, trir khi phép luat c6 quy dinh khac;

Right to access: Customer shall have the right to access to view, edit or request for editing his/her personal data. In
case Customer requests for editing their personal data, the Bank shall proceed with such editing request of the
Customer as soon as possible, unless otherwise prescribed under the laws;

Quyén rit lai sy df)ng y: Khach hang c6 quyén rat lai sy dong ¥ ciia minh déi véi viée xtr 1y dir lidu. Trong trudng
hop nhan dugc yéu cau rut lai sy dong ¥ cua Khach hang, Ngan hang s& guri thong bao cho Khach hang vé hau qua,
thiét hai c6 thé xay ra khi rat lai sy ddng ¥. Viéc rit lai sy dong y khong anh huong dén tinh hop phap cua viée xir Iy
dir lidu da duoc dong ¥ trude khi rat lai sy dong ¥;

Right to withdraw consent: Customer shall have the right to withdraw his/her consent. In case receiving request to
withdraw consent of the Customer, the Bank shall notify to the Customer of the consequences and damages that might
occur due to such consent withdrawal. The withdrawal of consent shall not affect the lawfulness of the data processing
to which consent was given before it is withdrawn;

Quyén xéa dir liéu: Khach hang c6 quyén x6a hodc yéu cau xo6a dir liéu c4 nhan cta minh. Khi c¢6 yéu cau xoa dir
liéu ciia Khach hang, Ngan hang sé& thuc hién viéc xoa dit liéu ca nhan trong vong bay muoi hai (72) gid ké tir khi ¢6
yéu cau ciia Khach hang, trir truong hop phap luat ¢ quy dinh khéc;

Right to erasure: Customer shall have the right to erase or request for erasure of his/her personal data. In case the
Customer request for erasure of personal data, the Bank shall proceed with erasing such personal data within seventy-
two (72) hours upon request of the Customer, unless otherwise provided by laws;

Quyén han ché xir Iy dir liéu: Khach hang c6 quyén yéu cau han ché xu 1y dit liéu ca nhan cia minh. Viéc han ché
xtr 1y dit lidu ¢4 nhan duge thue hién theo yéu cau ciia Khach hang trong bay muoi hai (72) gio ké tir khi ¢6 yéu cau
cua Khach hang, trir truong hgp phap luét c6 quy dinh khac;

Right to restriction: Customer shall have the right to request for limitation of personal data processing. The limitation
shall be implemented as requested by the Customer within seventy-two (72) hours upon request of the Customer,
unless otherwise provided by Iaws

Quyén dwoc yéu ciu cung cip dir li¢u: Khach hang c6 quyen yéu cau Ngan hang cung cap cho ban than dir liéu c4
nhan cua Khach hang. Ngan hang s& thyc hién viéc cung cap dir liéu trong vong bay muoi hai (72) gio ké tir khi ¢
yéu cau ctia Khach hang, trir khi phap ludt c6 quy dinh khac. Yéu cau cung cap dir liéu ca nhéan co thé dugc Khach
hang hodc nguoi dai dién hgp phap ciia Khach hang thuc hién tai tru s& chinh, cac chi nhanh va phong giao dich cua
Ngan hang hoic bang hinh thirc giri phiéu yéu cdu theo mau trén Nén tang sé cua Ngan hang hodc gt qua dich vu
buu chinh, fax dén Ngan hang;

Right to request for provision: Customer shall have the right to request the Bank to provide his/her personal data.
The Bank shall provide data within seventy-two (72) hours upon request of the Customer, unless otherwise prescribed
under the laws. The request for provision of personal data can be made by the Customer or his/her lawful
representative at the headquarter, branches and transaction offices of the Bank or by submitting request form in
accordance with the template on the Digital Platform of the Bank or by post or fax to the Bank;

Quyén phan ddi xir Iy dir li¢u: Khach hang c6 quyén phan d6i Ngan hang xir Iy dit liéu ca nhan ciia minh nhim ngin
chan hodc han ché tiét 16 dir liéu ca nhan hodc st dung cho muc dich quang céo, tiép thi. Ngan hang dung xur ly dir
liéu ciia Khach hang theo yéu cau trong vong bay muoi hai (72) gid ké tir khi Ngan hang nhan duoc thong bao phan
dbi xtr 1y dir liéu ctia Khach hang, trir truong hop phép ludt c6 quy dinh khac;

Right to objection: Customer shall have the right to object to the Bank’s personal data processing to prevent or
restrict the disclosure of his/her personal data or the usage of his/her personal data for advertising or promoting
purpose. The Bank shall cease the Customer’s personal data processing as requested within seventy-two (72) hours
from the Bank’s receipt of such objection of the Customer, unless otherwise provided by laws;

Quyén khiéu nai: Truong hop Khach hang c¢6 quan ngai di véi viée xtr 1y dit liéu c4 nhan ctia minh tai Ngan hang,
Khéach hang c6 quyén khiéu nai v6i Ngan hang qua (cac) kénh khac ma Ngan hang thiét 1ap tiy timg thoi diém hodc
thong bao dén Cuc An ninh mang va Phong, chéng t01i pham st dung cong nghé cao truc thudc B Cong an khi phat hién
¢6 hanh vi vi pham quy dinh vé bao vé dir liéu ca nhén;

Right to complaint: In case of having any concern on personal data processing at the Bank, the Customer has the
right to file a complaint to the Bank via channel(s) that the Bank makes available from time to time or notify the
Department of Cybersecurity and Hi-tech Crime Prevention under the Ministry of Public Security when figuring out
any violation of regulations on personal data protection;

Quyén t cao, khéi kién: Khach hang c6 quyén té cdo hodc khoi kién theo quy dinh cia phép luat.

Right to denounce & litigation: Customer shall have the right to denounce of file for litigation in accordance with
the laws;

Quyén yéu ciu bdi thudng thiét hai: Khach hang c6 quyén yéu cdu bdi thudng thiét hai theo quy dinh cta phéap luat
khi xay ra vi pham ddi vei viéc bdo v¢ dit li€u cd nhan ctia minh, trir trudng hop cac bén c6 thda thudn khac hodc phap
ludt c6 quy dinh khac. Viée xir 1y yéu cau boi thudng thiét hai duoc thuc hién theo quy dinh cta phap luat;

Right to claim for damages: Customer shall have the right to claim for damages in accordance with the laws for any
violation against his/her personal data protection, unless otherwise agreed by the parties or provided by laws. The
damage claim shall be handled in accordance with the laws;
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4.3

5.1

52

l. Quyen tw bao vé: Khach hang cd quyén tu bao vé dit liéu ca nhan cia mlnh theo quy dinh cta phap luat, hodc yéu
cau co quan, t6 chtrc c6 tham quyén thyc hién cac phuong thirc bao vé quyén dan sy ctia minh theo quy dinh ctia phép
luat vé dan su.

Right to protection: Customer shall have the right to protect his/her own personal data in accordance with the laws,
or request competent agency, entity to apply protection measures for his/her civil rights in accordance with the civil
laws.

Khéch hang c6 céc nghia vu dudi ddy lién quan dén dit liéu ca nhan cung cip cho Ngn hang:
Customer has the following obligations with respect to the personal data provided to the Bank:

a. Doc k§ Ban Diéu khoan nay trude khi ky vao chap thuan xir Iy dit liéu va cung cip dit liéu ca nhan cho Ngan hang;
Read carefully this Terms and Conditions before signing the consent for data processing and providing personal data
to the Bank;

b. Cung cap day du, chinh xéc dit liéu ca nhan cho Ngan hang khi da ddng ¥ viéc xir Iy dit liéu ca nhan cua Ngin hang;

cap nhat, bo sung thong tin vé dit liéu ca nhan cho Ngan hang khi ¢6 thay doi;
Provide in complete and accurate manner personal data to the Bank upon giving consent to the data processing by
the Bank; update and supplement personal data to the Bank upon any change;

C. Tu bdo v¢, bdo mat cac dit li€u ca nhan cia minh, khong dé 16 cac Thong tin dinh danh ctia Khach hang, Thong tin vé

tai khoan ctia Khach hang, Thong tin vé tién giri ciia Khach hang, Thong tin vé tai san giri ciia Khach hang, Thong tin
vé giao dich ciia Khach hang tai Ngan hang va cac thong tin khac lién quan dén viéc sir dung céc tai khoan, tién ich,
san phém, dich vu tai Ngan hang cho bén khac trir khi viéc tiét 16 thong tin la can thiét va duoc Khach hang chu dong
ddng ¥ hoic tiét 16 theo quy dinh cua phép luat;
Protect, secure his/her own personal data, refrain from divulging to any third party Identification information of the
Customer; Account information of the Customer; Deposit information of the Customer; Deposited property
information of the Customer; Transactions information of the Customer at the Bank and other information related to
the use of accounts, facilities, products, services at the Bank unless such disclosure is necessary and actively
consented by the Customer or is required by laws;

d. Yéu cdu céc t6 chuc, ca nhan khac c¢6 duoc dir liéu c4 nhan ciia minh phai bao v€ dit liéu ca nhan cua Khach hang;
Request other organizations, individuals collecting his/her personal data to apply protection measures for Customer’s
personal data;

e. Tuan tha cac quy dinh ctia phap luat vé bao vé dif liéu ca nhan;
Comply with regulations of laws on protection of personal data;
f. Céac nghia vu khac vé bao v¢ dit liéu ca nhan theo quy dinh cua phap luat.

Other obligations on personal data protection prescribed under the laws.

Ngoai ra, Khach hang ciing hiéu rd va dong ¥ rang Ngan hang khong thé cung cdp toan ven cac san pham, dich vy, tién ich cho
Khéch hang khi Khach hang chi dong ¥ mét phan hoic véi diéu kién kém theo ddi véi nhirng ndi dung duge néu tai Ban Diéu
khoan ndy, do d6 Khach hang dong ¥ va chip thuan toan bo cc ndi dung nhu dwoc néu tai Ban Diéu khoan nay.

Customer also fully understands, agrees that the Bank can not provide entirely the products, services, facilities to the
Customer when the Customer only agrees partly or with conditions with the contents mentioned in this Terms and Conditions,
hence the Customer agrees and consents entirely the contents under this Terms and Conditions.

CACH THUC XU LY DU LIEU CA NHAN | PERSONAL DATA PROCESSING METHOD

Céc dit lidu ca nhan s& duge Ngan hang thu thap tryc tiép tir chinh Khach hang, do Khach hang hodc nguoi dai dién hop
phap cua Khach hang chii dong cung cap; hodc phat sinh trong qua trinh Khach hang dé nghi hoic dwoc cung tmg cac nghiép
vu ngan hang, san phém, dich vy, tién ich ciia Ngan hang.

The personal data shall be collected by the Bank directly from the Customer, provided actively by the Customer or
Customer’s lawful representative; or generated while the Customer requests for or is provided with banking operations,
products, services, and facilities of the Bank.

Dir lidu ¢4 nhén ciing c6 thé dugc thu thap gian tiép tir nhitng ngudn sau:
Personal data may be collected indirectly from the sources below:

a Tur nhitng dit liéu ca nhan dugc cong khai cua Khach hang theo quy dinh ctia phap luat;
From the personal data of the Customer publicly disclosed as prescribed by laws;

b. Tir cac nha cung cip, bén cung cip dich vy, dbi tac, ddi tac thuong mai ciia Ngén hang va cac bén thir ba khac bao gom
nhung khéng gidi han cac don vi tu van vé khao sat, don vi truyen thong mang xa hdi, don vi tiép thi, don vi tham chiéu
tin dyng, ngan ngura gian lan, don vi tap hop di liéu, don vi hd trg co s ha tang va phuong tién, va cac bén thir ba khac
lién quan dén hoat dong kinh doanh ciia Ngan hang;

From suppliers, service providers, partners, merchants of the Bank and other third parties, including but not
limitation to survey, social media, marketing, credit reference, fraud prevention, data aggregating agencies,
infrastructure and facilities support providers, and other third parties in connection with the business of the Bank;

c. Tt cac bén thir ba 6 quan hé véi Khach hang, nhu ngudi giam ho, nguoi dai dién hop phap, nguoi sir dung lao dong,
ddng s& hitu tai khoan, bén bao lanh, bén cung cip bién phap bao dam, dong ddi tac, ddng quan 1y va dong cb dong;
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5.3

54

5.5

5.6

From third parties having relationship with the Customer, such as legal guardian, lawful representative, employer,
co-account holder, guarantor, security measure provider, co-partner, co-manager, co-shareholder;

d. Tir Ngan Hang Nha Nude Viét Nam, Trung tim Théng tin Tin dung (CIC) hodc co quan ¢6 tham quyén khac tai Viét
Nam hodc ¢ nudc ngoai;

From the State Bank of Vietnam, the Credit Information Centre (CIC) or other competent authorities in Vietnam or
overseas;

e. Tir céc to chirc thong tin tin dung, bén cung cap tham chiéu tin dung va cdc co quan thudc Chinh Phu, hogc thong tin
thu thap tir bat ky ngudn thong tin cong cong san c6, cac ngudn duge didu hudng hoic tir cac co quan dang ky;

From credit information organizations, credit reference agencies and Government agencies, or from publicly
available sources, directories or registries;

f. Thong qua cac doan phim luu trit tr may quay giam sat (CCTV) tai hdi sd, chi nhanh, phong giao dich, cay ATM cua
Ngén hang, thong qua cac cudc goi dugc ghi am voi Khach hang;

Through recorded footages from CCTV at the headquarter, branches, transaction office and ATM posts of the Bank,
through recorded phone calls with Customer;

g. Tur hoat dong phan tich phuong thirc Khach hang st dung va quan ly cac tai khoan/tién ich cua Khach hang tai Ngan
hang, tir cac giao dich ma Khach hang thuc hién va tir cac khoan thanh toan dwoc thuc hién tir/dén cac tai khoan/tién
ich ctia Khach hang;

From an analysis of the way Customer uses and manages accounts/facilities with the Bank, from the transactions
made by the Customer and the payment made to/from the accounts/facilities of the Customer;

h. Thong qua céc tap tin dugc tao ra boi trang mang va Khach hang truy cap (cookies) hodc cac thiét bi/cong cu giam
sat tuong tu;

Through cookies or other tracking devices/tools;

i Tir nhitng ngudn ciia bén thir ba khac, ma Khach hang déng ¥ va iy quyén cho Ngan hang dwoc thu thap; va/hoic
From third parties’ sources, which Customer consents to and authorizes for the Bank to collect; and/or

j- Tir nhitng ngudn khac ma viée thu thap dwoc phéap luat cho phép hoic yéu cau.

From other sources permitted or required under the laws.

Dit liéu c4 nhan ciia Khach hang s& dugc xir Iy sau khi co chap thuan cta Khach hang, thong qua cac cach thirc thu thap, ghi,
phan tich, xac nhan, luu trit, chinh stra, cong khai, két hop, truy cép, truy xudt, thu hdi, ma hoa, gidi ma, sao chép, chia sé,
truyén dwa, cung cip, chuyén giao, x6a, huy dit liéu c4 nhan hodc cac hanh dong khac c6 lién quan phu hop timg thoi diém.
Viée xir Iy dit lidu c4 nhan ciia Khach hang c6 thé dugc thyc hién tw dong khi Khach hang twong tic trén cac Nén tang sb
hoic thuc hién theo nhu cau cta Ngan hang tiy timg thoi diém khi phat sinh cac muc dich xu 1y dit liéu twong tng.
Personal data of the Customer shall be processed upon consent of the Customer, via the methods of collection, recording,
analysis, confirmation, storage, rectification, disclosure, combination, access, traceability, retrieval, encryption, decryption,
copying, sharing, transmission, provision, transfer, deletion, destruction or other relevant activities as deemed appropriate
from time to time. Customer’s personal data may be processed automatically when the Customer interact on Digital Platform
or based on demand of the Bank on a case by case basis when the purpose of data processing is triggered respectively.

Dir liéu ca nhan cua Khach hang sau khi thu thap s€ dugc Iuu trir tai try s& lam viéc cia Ngan hang, cac chi nhanh, phong
giao dich, trén server cua Ngan hang, Tap doan Woori va/hoac server cua bén thi ba c6 thoa thuan vai Ngan hang, tuy ting
truong hop, nham dam bao tinh toan ven, dﬁy du, khong bi sai 1éch cua dir li€u, phong tranh viéc méat mat, huy hoai, st dung
hodc truy cap trai phép, thay d6i hodc chia sé trai phép cac dir liéu ca nhan ciia Khach hang.

Collected personal data of the Customer shall be stored at the offices of the Bank, its branches, transaction offices, on the
server of the Bank, Woori Group, and/or server of a third party having agreement with the Bank, as the case maybe, to
ensure the intactness, sufficiency, without erroneousness of information, to prevent the accidental loss, destruction,
unauthorized use or access, alteration or unauthorized disclosure of personal data of the Customer.

Trong qua trinh hoat dong, Ngan hang s& ap dung cac phuong an khac nhau dé bao dam an toan hé thong dir liéu c4 nhan thu
thap dugce bao gdm nhung khong giéi han & cac phwong 4n bao dam an toan tir khi xay dung hé thdng, van hanh hé thdng,
tién hanh kiém tra, danh gi4 an toan thong tin dinh ky, 1ap ra cac phuong 4n quan ly rui ro va gidm sat an toan thong tin, 1p
ra phuong an du phong, phong chéng xam nhép, phong chdng phin mém doc hai, 1ap ra phuong 4n phan img trudc cac su
¢b vé thong tin.

During our operations, the Bank shall apply various measures to ensure safety for the information system consisting of the
collected personal data, including but not limited to applying safety measures during establishment of our system, operation
of our system, implementing periodical audit, valuation of the information system, setting up risk management plan and
monitoring information safety, setting up back-up plan, preventing unauthorized access, malicious software, setting up
responsive plan against any information-related incident.

Viée xtr 1y dit liéu ca nhan cua Khach hang thudc ddi tuong 14 tré em (ngudi dudi 16 tudi) ludn dwoc thyuc hién theo nguyén
tic bao vé cac quyén va vi loi ich t&t nhat ca tré em. Trong trudng hop nay, viée thu thap va xir 1y dit liéu c4 nhan cia Khach
hang 14 tré em can phai c6 sy dong cua Khach hang va ngudi giam ho hop phap cia Khach hang. Nguoi giam ho hop phap
ctiia Khach hang 1 tré em s& ¢6 cac quyén rut lai sy dong y cho phép xtr Iy dit liéu c4 nhan cua Khach hang theo quy dinh
clia phéap luat. Ngan hang s& ngimg xir 1y dit liéu c4 nhan ctia Khach hang 14 tré em, x6a va huy céc dir liéu d6 khi c6 yéu cau
rut lai sy déng y cua nguoi giam hd hgp phap hoac céac truong hop khac theo yéu cﬁu clia co quan nha nudc ¢6 thim quyén
va theo quy dinh cta phap luat.
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5.8

5.9

6.1

6.2

The processing of personal data of Customer being a child (person under 16 years of age) shall always be conducted in a
manner that the rights and best interests of the child are protected. In this case, the collection and processing of personal
data of a child Customer shall be subjected to consent of the Customer and his/her legal guardian. The legal guardian of the
child Customer shall have the right to withdraw the consent to personal data processing of the Customer as prescribed by
laws. The Bank shall cease processing such personal data, erase and delete those personal data upon request for consent
withdrawal of the legal guardian or in other cases as requested by the competent authorities and in accordance with the
laws.

Viée xtr ly dir liéu ca nhan cua Khach hang trong cac truong hop khan cap, dé hd tro co quan nha nude c6 thdm quyén tmg pho
vdi cac nguy co hodc tinh hudng khén cip hoic vé quic phong, an ninh quoc gia, trat tw an toan xa hoi, tham hoa lon, dich bénh
nguy hiém, phong, chdng bao loan, khing bb, phong, chdng toi pham va vi pham phap luét s& duoc thyc hién theo quy dinh ciia
phap luat va yéu cau cta co quan nha nudc cb thim quyén.

The processing of personal data of Customer in emergency cases, in case to support the competent authorities against risk
or event of a state of emergency on national defense, security, social order and safety, major disasters, or dangerous
epidemics; to prevent and combat riots and terrorism, crimes and law violations shall be implemented in accordance with
the laws and requests of the competent authorities.

Viéc chuyén dit liéu c4 nhan ra nuéc ngoai: Nhdm thuce hién muc dich xir Iy dit liéu c4 nhan néu tai Ban Didu khoan nay, Ngan
hang co6 thé phai cung cap/chia sé dit liéu c4 nhan cua Khach hang dén cac bén tht ba lién quan cua Ngan hang va cac bén thir
ba nay c6 thé nim ngoai lanh thé Viét Nam (bao gdm nhung khong gidi han & cac doanh nghiép, t6 chirc thudc Tap doan
Woori). Khi thuc hién viéc cung cép/chia sé dit liéu ca nhan ra nudc ngoai, Ngan hang s& yéu cau bén tiép nhan dam bao rang
dir liéu c4 nhan cua Khach hang dugc chuyén giao cho ho s& bao mét va an toan. Ngan hang cam két tudn thu cac quy dinh cia
phap luat lién quan dén viéc chuyén giao dit liéu ca nhan cua Khach hang ra nuéc ngoai.

Transfer of personal data overseas: In order to fulfill the purposes of personal data processing provided in this Terms and
Conditions, the Bank may have to provide/share Customer’s personal data to other related parties and these third parties
may be located outside the territory of Vietnam (including but not limited to the companies and/or organizations within the
Woori Group). When providing/sharing personal data overseas, the Bank will require the receiving party to ensure that the
Customer’s personal data provided to them will be confidential and secure. The Bank undertakes to comply with provisions
of law regarding the transfer of Customer’s personal data.

Moi hanh vi xdm pham trai phap luat dén hé thong dit liéu thong tin ciia Ngan hang s& dugc chi dong ngin chin va khi phat
hién cac hanh vi nay, Ngan hang s& ngay lap tlrc bio cao dén Cuc An ninh mang va Phong chdng t6i pham coéng nghé cao dé
phdi hop xir Iy.

All act of illegal breach to the information and data system of the Bank shall be actively prevented, and when these acts are
detected, the Bank shall immediately report to the Department of Cybersecurity and Hi-tech Crime Prevention to coordinate
and handle.

THOT GIAN XU LY VA LUU TRU DU LIEU CA NHAN | PROCESSING AND STORAGE TERM OF PERSONAL
DATA

Cho cac muyc dich xir 1y dit liéu, Ngan hang luu trit, xir 1y dit lidu c4 nhan cta Khach hang trong khoang thoi gian ké tir khi
nhén dugc dir liéu ca nhan cia Khach hang cho dén khi két thac viéc xir 1y dit liéu ca nhan.

For the data processing purposes, the Bank shall store and process personal data of the Customer within the period from
receiving personal data of the Customer until the termination point of data processing.

Thoi diém két thuc viée xtr Iy dit lidu c4 nhan dugc xac dinh nhu sau, trir truong hop phéap luat c6 quy dinh khac:
The termination point of data processing shall be determined as follows, unless otherwise provided by laws:

a. Trong truong hop Khach hang thuce hién quyen rit lai sy dong y, quyén xoa dit liéu c4 nhan, quyén han ché xt 1y dit

liéu, quyen phan dbi xir Iy dir liéu: thoi dlem két thuc viée xir 1y dir liéu 1a bay muoi hai (72) gio sau khi nhan dwoc
yéu cau cua Khach hang hogc néu cac nén tang k¥ thuat cho phép, thoi diém Khach hang tu xoa dit liéu ca nhan ma
khong can giri yéu cau cho Ngan hang;
In case the Customer exercises the right to withdraw consent, right to erase, right to restriction, right to objection:
the termination point of data processing shall be seventy two (72) hours upon receipt of the Customer’s request or if
technology platform facilitates, the point when personal data is erased by the Customer without necessity to send
request to the Bank;

b. Thoi diém Ngén hang da hoan thanh cac muc dich xt 1y di liéu ca nhan dugc Khach hang d(“)ng v hodc viée luu trir
va xir Iy dit liéu ca nhan khong con cin thiét véi hoat dong ctia Ngén hang;

The point of time when the Bank has fulfilled the personal data processing purposes consented by the Customer or
the storage and processing of personal data is no longer necessary for the Bank’s operations,

C.  Thoi diém Ngan hang bj giai thé hodc khong con hoat dong hodc tuyén bb pha san hodc bi chim dirt hoat dong kinh
doanh theo quy dinh cua phap luét;

The point of time when the Bank is dissolved or no longer operates or declares bankruptcy or terminates its business
operations in accordance with the laws;

d. Thoi diém ma Ngan hang két thiic nghia vu phai luu trit dir liéu ca nhan ctia Khach hang theo quy dinh ctia phép ludt;
hodc
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7.1.

7.2.

8.

The point of time when the Bank is released from the obligation to store personal data of the Customer in accordance
with the laws; or

e. Thoi diém khac theo quy dinh ctia phap luat va/hodc ciia Ngan hang.
Other point of time as prescribed by laws and/or regulations of the Bank.

HAU QUA, THIET HAI KHONG MONG MUON CO THE XAY RA TRONG QUA TRINH XU LY DU LIEU CA NHAN
| UNINTENDED CONSEQUENCES, DAMAGES WHICH MAY INCURS DURING PERSONAL DATA PROCESSING

Qua trinh xtr 1y dir liéu ca nhan cua Khach hang c6 thé xay ra tinh hudng hong dir liéu, mat di liéu hodc xi 1y dit liéu khong
phti hop ngoai ¥ mudn, xuat phét tir nhitng nguyén nhan duéi day:

The processing of Customer’s personal data processing may witness unintended event such as data corruption, data loss or
inappropriate handling of data that may occurred due to the following reasons:

a. Su tAn cong, vO hi¢u hoa trai phap luét lam mét tac dung cua bién phap bao v€ an toan thong tin mang cta hé théng
théng tin;
Illegal attack or disablement to invalidate the security measures of information system;

b. Su tan cong, chiém quyén diéu khién, pha hoai hé thong thong tin ciia tin tic;
The act of attacking, hijacking and sabotaging of information system by hackers;

c. Hanh vi phat tan thu rac, phan mém doc hai, thiét 1ap hé théng thong tin gia mao, lra déo;

The act of spreading spam, malware, setting up fake and fraudulent information system;

d. Hanh vi thu thap, str dung, phat tan, kinh doanh trai phap lut thong tin c4 nhan ctia ngudi khéc; loi dung so ho, diém
yéu cua hé théng thong tin dé thu thap, khai thac dir li€u ca nhén;
Illegal act of collection, use, disclosure, trade personal data by third party; the act of taking advantage of weakness,
loophole of data system to collect, deploy personal data;

e. Céc nguyén nhan khach quan khac khong xuét phat tir phia Ngan hang.
Other objective reasons not attributable to the Bank.

Ngan hang cam két ludn tuén thu cac quy dinh ciia phap ludt vé& bao dam an toan dir liéu ca nhan va s& ludn ap dung cac
phuong thirc hiéu qua va hop 1y nhit dé han ché tbi da cac rui ro néu trén.

The Bank undertakes to comply with the laws on personal data protection and will always apply the most effective and
appropriate measures to minimize the risks mentioned above.

SUA POI, BO SUNG | AMENDMENT AND SUPPLEMENTATION

Ban Piéu khoan va Piéu kién nay dugc ding tai cong khai trén cic Nén tang sb ciia Woori Bank va/hodc cac phuong tién lién lac
khac ma Ngéan hang cho 1a phu hgp. Woori Bank bao luu quyén sira d6i, bé sung ban Diéu khoan va Diéu kién nay dé phu hop véi
quy dinh ctia phap luét tiy timg thoi diém. Trong trudng hop viée stra doi, bd sung dﬁn dén viéc phai xin lai chép thuén cua Khach
hang theo quy dinh cua phap luat, Ngén hang s& thong bao trudc cho Khach hang vé cac nodi dung sira dbi, bd sung dé Khach hang
thue hién quyén ddng ¥ trude khi 4p dung cac thay doi do.

This Terms and Conditions is publicly available on the Digital Platform of Woori Bank and/or by such other means of
communication deemed suitable by the Bank. Woori Bank reserves the right to amend and supplement this Terms and Conditions
in compliance with the laws from time to time. In case such amendment, supplementation leads to requirement of consent from the
Customer as required by laws, the Bank shall notify the Customer in advance about the contents being amended, supplemented for
Customer to exercise consent right before implementation.
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